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4.3.6: Alarms

Alarm settings are required to enable a variety of functions concerning alarms
throughout the system, from PTZ Presets to Schedules and more. Remember that this
entire set of Alarm functions can be set for individual channel.

Note: To “trigger an Alarm” means that the system is on “Alarm condition” for a specific
Camera, for a specified Alarm Output Duration, causing one or more Alarm Actions to
occur. Once the Alarm is no longer being “triggered”, the Duration will count the
specified number of seconds, and then the “Alarm condition” will end.

General

@ Motion Detection: Motion Detected in the video signal will trigger an Alarm for
this channel.

® Video Signal Loss: A loss of video signal will trigger an Alarm for this channel.

®Video Source Tampering: If the Camera appears to have been tampered with,

such as pray paint over the lens, this Alarm will trigger.

Enable: if tick it, this Alarm Trigger is enabled for this Camera.

Enable Audible Alarm: if tick it, an audible alarm as defined in the System |

General setup will sound through the Server's attached speakers.

Full Screen: If tick it this Camera will automatically pop to Full Screen mode once

the Alarm is triggered.

Move to Preset: If tick, the PTZ camera on this channel will go to a pre-defined

Preset.
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Notify Client: Sends a message to any Clients that connected to this Camera once
alarm triggered.

Recording: If tick it, the camera that user has already configured alarms will start to
record once alarm triggered.

Send Email: Sends an Email alert as defined in the Network configuration.

Output to Relay: If tick it, the Alarm condition will cause the output relays setup
once the Alarm Relays tab to be triggered.

For Video Source Tampering there are two special settings:

Duration to Trigger: This setting indicates how long the Camera scene appears to
be tampered with before the Alarm is triggered. For example, a hand briefly covering
the scene may not be enough to trigger the Alarm, but paint sprayed over the lens
would trigger after a few seconds. NOTE: The Pre-Record setting should be set
to a higher value than the Duration to Trigger, so there is a better chance of
recording what occurred before the tampering.

Sensitivity: adjust the sensitivity of Video Source Tampering

Motion Area

When Motion Detection is used at the Alarm Type, motion can be detected on the entire
channel screen, or you can select a sub set of up to seven manually configured motion
detection areas.
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@Motion Sensitivity: This setting controls the Server's sensitivity to
Motion alerts from the H.264 Video Encoder.

®cClear All Motion Areas: Click this button to clear all Motion Detection
areas for this Camera.

@®Record(the relative camera for recording once the alarm is triggered)
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If an Alarm is triggered for the current selected Camera and the Recording option is
ticked on the General tab, select which Cameras should start to record. All Cameras use
the same Post Alarm Record duration, but they use their own individual recording
quality settings.

This is very useful in cases where traffic flows in a known direction from one camera to
another. For example, if people walk in front of cameras 1, 4, and 2 in that order, user
can have all three cameras start recording when camera 1 has motion detected.

Double-click on a Camera to change the Video Profile used when recording is triggered
due to an Alarm.

Note: If Alarm Recording is occurring due to an active Schedule, the Camera
will not use the Schedule's Video Profile for its own recording, but will use the
Video Profiles listed here for recording on other Cameras.

@Alarm Relays (select which Alarm Control Relay to trigger as a result of any Alarm
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on the current camera)
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Simply check the box or boxes on the relays you want triggered when a Camera Alarm
occurs.

Please refer to the System | Sensor/Relay folder for setup details on the connected
Alarm Control device.

®PTZ Presets
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When an Alarm is triggered on the selected Camera, user can instruct the PTZ control to
move the Camera to a desired Preset location. Please refer to The Main GUI | PTZ Camera
Control, to get more information on setting PTZ presets.

Double-click on the Camera you want to move to a preset due to an alarm trigger.
Normal Preset: This is the PTZ preset to return to after that Alarm Duration ends.
Alarm Preset: This is the PTZ Preset to move to when an Alarm occurs.

Click OK to save your changes or Cancel to discard them.

4.4 Sensor

The Sensors folder contains all Sensors available on this Server. See the System |
Sensor/Relay folder for Alarm Controller device configuration.

Note: In most of the Cameras setting screens you can use the Copy To... button to copy the
current Sensor settings tab to other Sensors. Use it carefully, as you can easily replace one
sensors settings with incorrect ones on accident.

The overview provided shows some basic settings. Click the + sign next to the Sensors

folder to branch it down and then click on a Sensor on the left to see their detailed
configuration screens.
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OSchedule
The Schedule feature allows you to configure the Server to carry out certain activities
automatically. Once your Schedules are defined, you must activate the Schedule using
the Schedule button on the Main GUI.

Using this Schedule, you can define different Sensor Detection time periods for each day
of the week and Holidays.
(Please refer to 4.3.4: Schedule)

@Alarms
When a Sensor is triggered, the system can take different actions.

Alarm Actions
Enable Audible Alarm: if tick it, an audible alarm as defined in the System | General
setup will sound through the Server's attached speakers.
Recording: If checked, the sensor trigger will result in recordings captured for the
channels specified on the Sensor Record tab.
Move To Preset: If checked, one or more PTZ Cameras will go to a pre-defined Preset.
See the PTZ Preset section for details.
Notify Client: Sends a message to any Clients currently connected to this Sensor.
Output to Relay: If checked, the sensor trigger will cause the output relays setup on
the Relay Out tab to be triggered.

Send Email: Sends an Email alert as defined in the Network configuration.
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®Overlapping Schedules and Video Profiles

Since user can define different Video profiles for different uses, there are some rules to

know so that the system knows what Video Profile to use in case of a conflict or timing

overlap.

e When Normal and Alarm recordings have different Video Profiles, the Alarm Video Profile
takes precedence, even if it is a lower quality setting.

e If an Alarm Recording is occurring on a Camera, and then another Alarm or Sensor tries
to initiate recording with a different Video Profile, the first alarm's duration must end
before the next Alarm's Video Profile will take effect.

e If a Schedule time period comes to an end and there is no other time period indicating
a Video Profile, then the Camera goes back to the Video Profile indicated on the Video
Profiles tab.

@Relay Out
For user to select which Alarm Control Relay to trigger, once there is any Sensor
detection for the current sensor.

Simply check the box or boxes on the relays you want triggered when a Camera Alarm
occurs.

®PTZ Presets

When a Sensor is triggered we can instruct the PTZ control to move a Camera to a
desired Preset location. See the Main GUI | PTZ Camera Control for information on
setting up PTZ presets.

Double-click on the Camera you want to move to a preset due to a Sensor trigger.
Normal Preset: This is the PTZ preset to return to after that Alarm Duration ends.
Alarm Preset: This is the PTZ Preset to move to when an Alarm occurs.

Click OK to save your changes or Cancel to discard them.

4.5 Matrix Output(this function is not available)

To fulfill this function, the Server should be installed with the relative H.264 Decoder card(s).
Server uses them to output selected channels to an external analog monitor. You can easily
tell if your Server is equipped because there will be a tree on the left with 1 icon per output
channel.

The Matrix Output setup allows user to select which Live Cameras to output on an analog
channel. You can also output another Matrix Configuration as a single screen. User can
configure each Matrix Output to display 1, 4, 13, or 16 channels in a matrix.

Matrix Size: Select how many cameras are to be displayed on the output channel; 1, 4,
12, or 16, using the buttons at the top.

Live Cameras: On the left of the window you will see the numbered list of Cameras.
Drag one of these Cameras to one of the black Display areas on the right; user will see
a label for that Camera in the Display area.

39



This manual will be changed timely without any notice, if user has doubt for any function, please confirm with supplier

Playback Screens: The Playback Screens represent screens from the Playback
application. When you have the Playback application running, the video displayed on
those playback screens will be output to analog through the Matrix.

Video Format: Select NTSC or PAL to match the analog monitor that you are
connecting the output to.

Apply or OK: Your Matrix setup will take effect when you click OK or Apply.

After finished above setup, simply connect each of the two Analog Output Video Decoder /
Matrix card’s BNC connectors to any standard BNC or RCA style input on a standard analog
monitor.

4.6 E-Map

The E-Map system allows user to map out the location of cameras and sensors, so that
video surveillance personnel can more easily visualize events on camera within a given
space. A Map Image must be in JPEG format with a *.jpg extension. We are able to
place the locations of our physical cameras on the map, as well as the locations of
various sensors.
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Click on + to add a new Map. You can have up to 16 maps on a Server.

_— Click on - to remove a Map.
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"f Use Modify to change a Map's name.
+ - v

Emap Mame
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Load Map Image: Click to browse for the *.jpg file to use for your map. Click OK when
you select your image file.
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Adding Cameras, Sensors, and Relays: Use the tree on the left to Drag-n-Drop the
Camera, Sensor, or Relay icons onto the Map image.

Auto Alarm Pop-Up: if tick it, the E-Map will pop-up for an Alarm Condition,
highlighting the camera and/or sensor associated with the Alarm. This gives
surveillance personnel an immediate knowledge of the location of the Alarm
condition within the monitored space.

4.7 Playback
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Playback Controls

Play: Starts the playback of the selected recordings.
Pause: Pauses playback on the current frame. Click play to continue.

@ Stop: Stops playback completely. Playback continues from the beginning again
after clicking Stop.

Fast forward: Click the button and choose the speed from the menu. Maximum
speed is 8X.

E Fast back: Slows down the playback. Click the button and choose the slow speed

from the menu. Minimum speed is 1/16%.

E Back Play: Plays the recorded video backwards.

Sync Play: Click the Sync Play button to make all currently playing cameras sync

to the time of the selected playback screen. You now have the exact same time playing
on all cameras.
Note: Using Sync Playback for more than 8 cameras is not recommended, as this can
negatively affect the system performance.

Play All: Starts playback on all screens that are currently paused or stopped.
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Frame mode: Select the timeframe you want to view, click this button, user can

view all the current 9 frames at once.

Audio: Click this button to adjust volume on recordings for audio

Main function controls

|E| Smart Search Mode

It allows user to search a given cameras recordings for motion in precise areas of the scene.
For example, if a camera has a view of 3 doors, you can search for motion on door number
2 only, ignoring the other doors in the same scene.

Using Smart Search

1. In Playback on the Client or Server, choose a camera and drag-and-drop that camera
onto a screen area. Go to the time period that you want to view to start your Smart
Search.

2. Click the Smart Search button.

3. The scene is nhow paused on your screen.

Use the mouse to draw a rectangle around the area of the scene that you want to search
for motion.

5. At the bottom right of the playback screen you can narrow down the search to a specific
time frame and set the motion sensitivity.

6. Click the Search button to find the first 9 results and display them on the display area.
(If you do not get any results, increase the sensitivity. If you are getting false-positives,
reduce the sensitivity.)

7. Now you can select a screen and then click the Play button to playback that motion
detected, you can take a snapshot of the detected motion, or click the Next button to
continue to search with the next 9 motion detections.

Note:

Camera image clarity can affect Motion Detection in a variety of ways. Analog noise or
'snow' in the video signal is detected as motion in most cases. Sudden changes in lighting
conditions or even falling rain counts as motion, too. You can decrease the sensitivity to
reduce the chance of false-positives due to environmental effects.

|E|I nstant Playback

What is Instant?
'Instant' may be several minutes or hours ago. In a continuous recording environment,
'instant’ is truly instant, since there is always up-to-the-second recording available.

Using Instant Replay

1. Select a display screen area.

2. Click the Instant Replay button at the top of the Playback screen.

3. Enter the Group or Camera Name in the field at the bottom right corner.
4. Click Play.
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Note: Using Instant Replay on a Group of more than 8 cameras is not recommended, as this
can easily affect the Client performance. This depends on the Client and Server machines
capacity for streaming and rendering multiple video streams rapidly. See notes in the
Remote Camera Management for more information.

@Digital Zoom Designed for wide-scene and precise-scene monitoring applications, it

allows user to define zoom areas at once on the playback screen.

Click end: Click this button, then click on the Timeline Control to select the ending point

for the video click. The blue Click Time-bar will move to indicate your chosen end time.

Click start: Click this button, and then click on the Timeline Control to select the starting

Point for the video click. The blue Click Time-bar will move to indicate your chosen start time

Click save: Click this button to open the Export Recording dialogue box

Once the Click is saved, there are two new buttons available:
Save as email attachment: Allows you to send the video click as an email
attachment:
Many email systems cannot handle very large files, so it is best to know how large
the video click file is before sending it to anyone.
The Server or Client that you are using Playback on must be configured with the
appropriate Network information.
Add to CD burn list: Add the Video Click to the CD Burner's list. When you open the CD
Burner this file will be in the list to burn to a CD or DVD. (There is no feedback when you
click this button)
Close: Click this button to go back to the main Playback window.

Playing the Video Click
To play a *.mpg file user can use Windows Media Player, but user need to install the
supplied H.264 Plug-in for Windows Media Player firstly

To play a video click, just double-click the *.exe that was exported. Size the playback
window as you wish and click the Play button. All of the normal video playing functions are
there, including fast-forward, rewind, frame-by-frame, and Frame Mode. The Video
Information option from the File menu tells user what Server recorded the file and at what
time

@ Snapshot @channels display; @Start/stop auto scan; @Exit:

@Tools:

Enable video Authentication
Image process
Open: Look for another snapshot to edit.
Save: Save any changes to the current snapshot
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Restore: Revert the image to the last sate it was saved.

Gray: Changes the image to gray tones.

Gamma: Increases the gamma (lighting)

Yawp: Adds random noise to the image.

Exposal: Increases the image exposure, affecting the image like an old-style

camera exposure setting.

Red, Green, and Blue: Choose which color range(s) the following settings

affect in the image:

Brightness: Increase or decrease overall image brightness.

Contrast: Increase or decrease the overall difference between dark and light in
the image.

Saturation: Increase or decrease color vibrancy in the image.

Incident report : User can load up to two images. Enter any incident information in the
text area; click Save Report to save the incident in Microsoft Word format.

Snapshot view: User can search for Snapshots take by users, and also open them in
the Image Processor to clarify the image if needed
Search
Group: Select the Camera Group. (On a Server there is only one, Local Host.)
Date: Select the date you want to search for
Type: Select which snapshot you want to search: taken during live Preview or
during Playback.
Search: Click this button to initiate the search. Results are displayed at the bottom
of the screen.

CD/DVD Burner: Adds the image to the CD Burner's list. When you open the CD
Burner this file will be in the list to burn to a CD or DVD. This application is capable of
burning to CD and DVD drives which are recognized by Windows as CD-R, CD-RW,
DVD-/+R, or DVD-/+RW.

Directory: You can add, delete, and rename directories on the CD/DVD you are
creating, to better organize the recordings for future reference.

Files: You can manually add or delete individual files from the list to be burned. You
can also Clear the entire list.

Save as 1S0: Instead of burning to a CD or DVD, you can create an ISO disc image to
be burned at a later time; for example if you Client Server does not have a CD or DVD
Burner, you can create the ISO file and copy it to a machine that does have a CD or DVD
Burner.

Burn 1SO: Allows you to burn a CD or DVD from a previously generated ISO file.
Start Burn: Starts the CD or DVD Burning process.

Stop Burn: Stops a current burning process. The media being burned will not be
useable if you stop in mid-burn.

Drive: Select which CD or DVD Burner device to use.

Burn Speed: Select the Burn Speed. Try Max first, and then try a slower setting if you
experience problems when burning media. The supported burn speeds are read from
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Window’s detection of the hardware.

Media Label: Click once on the media label to change it. The default is the current yy/

mm/ dd.

Burn List: Here you see the list of files to be burned to CD. This includes all files 'Added

to the Burn List' from Snapshot Viewer, Video Click Export, or other tools.
Windows Directory Tree: The Windows Directory tree defaults to the Server or

Client's Work Folder. Snapshots and other files are in the subdirectories. To add a file to

the burn list, just drag it over to the burn list on the left and drop it.

Add To Burn List: Add the selected recording files to the Files To Be Burned directory

listing on the left.

Set Instant replay time: allows user to configure how far back to go when using the
Instant Replay feature.

Add a bookmark: User can use this function to set bookmark for the recorded file, it
will be easy for user to search the file according to the bookmark.

Help: open the user’s manual of software

5. Client

First Login

Run the client.exe under the software folder which user has already copied to pc

Pleasze enter your user name and passwaord:

User Mame: ||

Pazsweord: |

Screen Kevboard | | Ok Cancel

There is one default administrative user in the system after a fresh installation:
Username: super; Password: <blank>

Enter the above username with no password and click OK to continue.

Quick Setup Guide

Server Preparation

Before configuring a Client, user must configure the Server. Make sure the Server is
working properly by itself before proceeding.
Enable Remote Client Services

1. In Server go to Setup | System | Network.

2. Under "Remote Client Service" check the Enabled box. For ease of testing,

uncheck the "Check User" box.
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3. Under "Playback Services" make sure the Enabled box is ticked. (It should be by
default.)
Click OK on the Setup window.

5. This is no need to restart the Server - Remote Client Services should be running
immediately.

Create a User with Remote capability on the Server

1. In Server go to Setup | User Management folder.
Click Add and enter a new user name and password.

3. Choose a default Group that has the Remote permission selected, such as
Power User. Or create a new Group with permissions needed.

4. You can create a variety of users for different purposes.

Setup Connections to a Server

To connect to a Server, click on Setup in the Client.

Add a Server to the Client.

1. Click on the Servers folder.

2. Click the + button to the right to add a new Server.

3. Enter the requested information. Click OK.

4. The Server's name icon will appear on the left tree. Click on the Server name
icon.

5. To the right you will see information about the Server connection, but the icon
will have a yellow “!” sign on it, indicating that we have not yet connected to this
server.

6. Click the "Retrieve Server Properties" button to connect to the Server and
retrieve its information. If the "Number of Cameras" field is updated with the
correct number of discovered cameras, then you are connected. Any errors
presented should help indicate any problems with network connectivity.

7. Once connected, click the Apply button to save your new Server configuration.

Now, configure Camera Groups for the Client.

1. Click on the Groups folder on the left.

2. Click the + sign to create a new camera group. This is basically a label for the
group. Click OK.

3. The Group name icon will appear on the left. Click on the icon.

To the right you will see a tree listing the Server we just configured. Click the +
sign there to branch the tree down.

5. You can simply drag the overall "Cameras" icon to the grid on the right to add all
cameras from that Server to this Group, or you can select individual cameras one
by one.

6. Click the Apply button to save your new Group configuration.

Repeat the above steps to add more Servers or Groups. Click OK when you are
done.

Now you can use the Client Main GUI to view remote video streams.
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1. Exit the Setup screen.
2. See the Group(s) on the right side of the screen.
3. Click the + sign to see the Cameras under the Group.
4. Drag and Drop one camera onto the Display Area. In a few seconds you should
see the live video from the Server.

Note: It is useful to configure at least two groups when first learning about the system. Also,
take time to review other settings and options under Setup | System | General and Setup |
System | Network.

Networking

If the Client or Web-Client cannot connect to a Server, and user are certain that the
remote users have been created on the server, network troubleshooting is needed.
Please turn to Network Administrator’s assistance.

Main Screen
The Client's main screen allows access to all commonly used features and functions.

The following articles outline each area of the main screen:

Information Panel and Main Buttons
e Screen and Channel Control
* PTZ Camera Control
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Information Panel
The information panel on the Client shows the current date and time.

Main Buttons

Channel Display This button pops up a menu of display screen layout choices,

based on the number of channels you would like to see at the same time.

@ AuUto Scan User can activate the Scan Mode to scan through all available
channels, using a specified display screen layout and a specified Interval.

Click this button and you are prompted for the Screen Layout (number of Channels) and
the Scan Time Interval in seconds.

After clicking OK, the Scan Mode button changes color to indicate that Scan Mode is
active. The channels will cycle in numerical order as configured.

To deactivate Scan Mode, click on the Scan Mode button. You will need to choose
another display screen layout to see more channels than the Scan Mode configuration
allowed.

E Setup The button provides access to System Configuration options. Please refer
to the Setup chapter for details.

Playback This button launches the Playback program.

T Turn On/Off sound This button turns the audio channel on or off for all

channels - the default is off. The button changes color when Audio is on.

@ Snapshot

This button will take and store a snapshot of the current frame of the blue highlighted,
currently selected channel. The snapshot image can presented to you immediately in a
pop-up window. (See Setup | General for this option)

After closing the image window, you can access the snapshots via the Playback or
Tools function. Please see the Tools chapter for further details.

lE Lock/Unlock Click the lock/unlock button to Lock the Server main screen,

preventing further user interaction until unlocked. The lock/unlock button changes color,
indicating that the system is locked.

Click the lock/unlock button again and you will be required to enter a User and Password
to unlock the system.

Tools This button provides access to several system tools.
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Alarm information: display the alarm information of server

Local Event Log: the Local Event logs include normal Events plus Disk, Alarm, and
Network activity.

Remote Event log: The Event logs of server

Disk Usage: This interface displays statistics concerning local hard drive space usage
E-map: The E-map shows you the Electronic Maps configured for client

Snapshot Viewer: The Snapshot Viewer allows user to search for Snapshots take by
users, and also open them in the Image Processor to clarify the image if needed.

Full Screen: Click Full Screen to have the Camera display shown over the entire monitor
screen. Right-click and show Full Screen to get back to normal view.

Stop Preview All: Stops all live view of video streams and disconnects those streams if
they are not needed for recording.

Stop Record All: Stops all local recording of video streams and disconnects those streams
if they are not needed for preview.

Remote Server Control: allows user to connect to a Server , and remote control some
function, such as Stop and Start Schedule, restart the Server, etc.

View Bookmark: Remote view via bookmark

Check Network: allows user to check all configured servers for this Client and check if
they are online or offline

Two Way Voice: allows user to communicate with a user at a Client or Server via the
computer's speakers and microphone.

Help open the user’s manual of software

Language change different language

Minimize: Click Minimize to reduce the interface minimized to the Windows Desktop

Screen and Channel Controls

Screen Control

The maximum number of channels the Client can display simultaneously is configured by
system administrator.

Screen Control functions are accessible via Mouse interaction.
Single-Click on a channel to select it for further action; a thin blue line will outline the
selected channel. Note that many functions only affect the blue outlined, currently
selected channel.
Double-Click on a channel: Brings that channel to single full view. (Double-click
again to return to the previously configured multi-channel view.)
Right-Click on any channel will show a pop-up menu:
Full Screen: Switches between the current view and a full screen view where the
control borders on the right and bottom are removed. Your keyboard ESC key performs
the same function.
Close: Closes the live camera connection.

Channel Control - Preview
In Preview mode, the Channel Control is a list of configured Groups and Cameras.
Click the + sign next to a Group to see the Cameras inside.
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Drag any Camera onto the Screen Control to connect to the Server and view the remote
camera's live view.

Drag any Group onto the Screen Control to connect ALL Cameras in that group all at the
same time.

NOTE: If a Group contains more Cameras than what are allowed on the Client,
then only the first Cameras in the Group will be displayed. Your system
administrator or installer can provide details on system capacity.

Channel Control - Record

In Record mode, Channel Control is a list of configured Groups and Cameras.

Click the + sign next to a Group to see the Cameras inside.

Click on any Camera to connect to the Server and start recording the stream locally.
It is best to record only what is visible on the Preview mode.

Channel Control — Matrix(this function is not available)

In Video Out mode, Channel Control is a list of available analog outputs. (Only available
on Clients with an H.264 Decoder card installed, the function is not available now)
Click on the icon to activate the corresponding video output.

See Setup | Matrix Output for configuration details.

Channel Control - Color

The color panel has the Brightness, Contrast, Saturation, and Hue controls for the
channels shown. (Hover over the slider controls for the ToolTip to appear with the text
label.)

Default sets all sliders to their default location for the selected channel.

You can copy one channel’s settings to all others using Copy To All

PTZ Camera Control
The PTZ (Pan-Tilt-Zoom) Camera Control allows easy access to all PTZ Camera
functions. Please refer to the Setup | Cameras | PTZ to configure a PTZ Camera for use.

Note: Not all PTZ cameras support all functions noted in this documentation, and in some
rare cases, the protocols supported by this software will not completely match up to the
protocols supported by the PTZ device. Testing specific hardware for a given application is
warranted where PTZ functionality is required.

Zoom: The camera zooms in and out for tighter or wider view of the scene.
Focus: Adjusts the camera lens focus for the clearest image.

Iris: Opens and closes the camera iris, allowing more or less light into the lens.
Preset: See Preset Programming in the following section for details.

Speed: Adjusts the speed of the directional movement in 5 ways.

Aux: Used to control auxiliary devices if so equipped, such as Light and Wiper.
Scan: Activates or deactivates the preset Scan. When activated, the button changes
color.

Manual Control: The arrows in the PTZ ‘rosette’ allow manual control of the Pan and
Tilt movement of the camera, including diagonal movement.
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Lock: Click on the center button to lock the PTZ Control, preventing accidental
clicks.

Preset Programming

Note that all Preset Programming configured on a given Client is ONLY available on that
Client. So, if two Clients or a Client and Server are attempting to program presets on the
same PTZ camera, conflicts will result.

This system allows user to define a set of Presets, which are numbered positions for the
camera to point to. From there, you can program the PTZ camera to go to a specified
Preset in reaction to an Alarm or tour through the Presets in a certain order.

Steps to Program Presets

Channel: Select the channel number to program.

Preset: Select a Preset number, then use the PTZ ‘rosette’ to aim the PTZ Camera
to a certain position.

Set Preset: Once the camera is pointed at the desired position, click Set to
associate that position with the selected Preset number.

Call Preset: If the Preset is already programmed, click Goto to have the camera
move to that position now.

Delete: Deletes a Preset setting.

Steps to Program Tour

Add: Add the selected Preset to the Scan list. Set the Keep Time to have the Camera
stay at a certain location for a specified period of time. Note that the Keep Time
must include the time it takes the camera to move from the previous location to
the desired location, plus how long to stay there.

Delete: Removes the Preset location from the Scan.

Modify: Changes a Scan Preset

Save: Saves any changes to the Scan.

Scan Checkbox: Check this box at the top to start the Scan according to the list of
presets configured.

5.1 Setup
Setup contains most of the configuration options. This interface is arranged as a list of
folders on the left and a series of configuration screens on the right.

Where you see the @ button throughout the software, just click on it and you will

see a helpful reminder about the function (@) :This function is not available now)

Buttons at the bottom are global for all folders:

Screen Keyboard: Activates the Windows On-Screen Keyboard, for use with
systems that do not have a keyboard attached.
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OK: Saves changes and closes Local Setup.

Cancel: Closes Local Setup without saving any changes made since the last Save.
Apply: Applies changes without closing Local Setup.

System
The System folder contains General and Network configuration options.
Note that these settings are effective immediately upon clicking the OK or Apply button.

5.1 .1General
Startup and Exit

L= Cliont Setup
- L System
CE=Em Starlig A Ext
| Metwork
F LS Server I Secure Desitop (3) [™ Shut DawnWindows SnExdt (F)
H LS Group
+ L}Ll:\er.'\-m:gemtrl =
7 Meirh Cukpud ™ Aasto-Losin To Windows And Ster Chert satup e | (T)

L7 Eectronic Map
¥ Disgisn Login VWindow When Starting Lp Satup User_ | (@)

[~ Bado-Shut Down Computer Bvery [ 2| Doysat j12zoxman = (F)

[ Autc-Reshiet Computer Bvery [0 4| Deyeat [1zonooan = (3

YWided Starage

¥ Enails Autcemstic Delstion () [+ lieep Racordings ir’ i} by ()

% Max Recordng Tms |60 2] Mrutes  Setup Storage Locations | @
Everls Log

W Enale Autometic Deletion () KeenBvertsLog [0 2] pays
Mizcefarsous

[~ Show Snapsht Viewsr  (F)

Screenbeyboard | oW | Coneel | appy |

DSecure Desktop: Disable the use of Windows hot keys and removes the Windows
Taskbar, among other items, from the user desktop.

®@Shutdown Windows on Exit: If checked, Windows will shutdown the system when
the application is exited by a user.

®Auto-Login to Windows and Start Client: Configure this option to have Windows
automatically login and launch the Client application in case of a reboot or unplanned
power outage.

@Display Login Window When Starting Up: When checked, the Client will prompt
the user to login; otherwise use Setup User to configure the Client to launch, run as that
user and then lock itself.
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®Auto Shutdown Computer: Use this feature to schedule a self-shutdown for
maintenance.
®Auto Restart Computer: Use this feature to schedule a self-reboot for maintenance.

Video Storage
@Enable Automatic Deletion: If not tick it, the system will not automatically delete
recordings when the drives are full - this is not recommended, but can be useful in
emergency situations.
®Days to Keep Recordings: Configure the number of days to keep recordings before
deleting them. The system will always delete files older than the specified number of
days, even if there is plenty of room on the hard drive.
®Max Recording Time: Specify the max recording time for each recording file.
Smaller files are easier to copy and transmit; larger files are faster for the Playback
Search functions. 60 minutes is recommended.
@Setup Storage Locations: Configure recording file storage locations on the local or
network mapped hard drives. The Default shows all local drives. If the Client system has
a drive other than just the C: drive, we recommend not using the C: drive if at all
possible, for performance reasons.

Event Logs
((DEnable Automatic Deletion: Check this box to enable automatic deletion of the
Event Logs.
(®Days to keep events log: Configure how many days of Event Logs to retain before
the automatically deleting them.

Other
(®Show Snapshot Viewer: If checked, the Snapshot Viewer will appear when you use
the Snapshot viewer, to show you the snapshot you just took.

5.1.2 Network
The Network screen allows user to enable or disable various remote access functions.
We recommend that user NOT use the default ports for security reasons.

Network Administrators should be aware of the ports required for Client to Server
communications. Router configurations need to be updated if the ports are changed.
Care should be taken to avoid port conflicts with other software that is using on the
Server and Clients.

Email
The Server can send email alerts based on various alarm types, and this email configuration
is used when a user sends a snapshot or video click via email.

OSMTP Server: Enter the SMTP server hostname.

®@Port: Enter the port number for the SMTP service. 25 is the default SMTP port.

®Return Email Address: Enter the email address receiver should reply to.

®To: Enter the e-mail address that the server should send Alarm email alerts to.

®Server Requires Authentication: If user’'s SMTP server requires an Authentication,
tick it
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®Set SMTP user: Set user name or password for logging

®Local Playback Service(if tick it, the Client will enable local Playback for locally
recorded files)
@Ports: The network port numbers used by Playback and Two-Way Voice are listed
here and can be changed.

5.2 Servers
The Server folder contains all remote Server available on this Client.

To view a remote server's cameras, user should connect with server firstly.
1. Click on the Servers folder.

L Sy

g +=|+|®

l:-:" Coup Server Mumber | IP Address I Server Name l Zerver Type l Enaue_:l _:_!'_‘unm-:l l Cermar l Hﬁdmr
& L User Managaman 1

| Matrix Cutped

| Bleclroric Map

Seraen Kevboar oK Concel | Apply
2. Click the + button to add a new Server.
3. Enter the IP address of the Server and name. Click OK.
[t fla21eB1823  |admin TLCTER ~| (7 Enspien Ok | cancel
4. The Server's name icon will appear on the left tree.
| System
- e =@
gl super Server Mumber | 1P Address | serverMame | Seever Type | Enshied | camers Senzor | Relay
& L Group 1 1921681623  super DYRIOWS es B ] a

+ | User Management
3 Wastrix Cusipt
[ Becironic Map

5. Double click the Click server’s name , Server Setup icon will pop-up
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Screen Heyboard o Cancel Apply

Server Setup
Enable: If user not tick the box, the client can not connect with this server

Server Type: Currently only the DVR/DVS type is allowed.

Server name

IP Address: Change the IP Address if needed, here.

Command Port: Change this port number if the Command Port on the Server is
different from the default, 6001.

Server Specific Login: If checked, you will connect to this Server with the user
indicated in Setup User, rather than the user you logged into the Client as.

Retrieve Server Properties: Click this button to initiate a connection to the Server. If
the Server Properties below get filled in with the Number of Cameras, etc, then you are
connected.

Configure Remote Server: Click this to open the Remote Server Setup window. You
can configure all Server options available in Server Setup, just like if you were at the
Server itself. See Server | Setup. NOTE: You must have the Setup permission

Server Properties
Here user can get the number of Cameras, Sensors, and Relays available on the connected

Server.
User can also see the Port numbers that the Client will use to communicate with this server.

Camera, Sensor, and Relay Information
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In the tree on the left, you can click on the Camera, Sensor, and Relay icons to see details
about the Server's components

5.3 Groups
The Group folder contains the Camera Groups available on this Client.

=+ Click to add a new Group. Enter the Group Name.
-: Click Delete to delete the selected Group.

v

: Click Modify to change a Group name.

Configure Camera Groups
1. Click on the Groups folder on the left.

L= Cliont Setup

4 s +|—|¢|®
B Wil mdmin Group Blumbsr leuanne | Eresbied lCmCa.uﬂ
v

+ LT Lisar Management
Lo hsdrisc Cngipud
L Blectronic Map

Screenbeyboard | oW | Coneel | appy |

2. Click the + sign to create a new camera group. This is basically a label for the
group. Click OK.
f iatice ¥ Enatied [0 [ ok ] coms |

3. The Group name icon will appear on the left. Click it
To the right you will see a tree listing the Server you just configured. Click the +
sign there to branch the tree down.
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5. You can simply drag the overall "Cameras" icon to the grid on the right to add all
cameras from that Server to this Group, or you can select individual cameras one
by one.
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6. Click the Apply button to save your new Group configuration.
7. Repeat the above steps to add more Groups. Click OK when you are done.

5.4 User Management
The User Management interface defines Users and Groups and their security authorization
rights on local Client.

Authorization Settings
The authorization settings cover every feature of the product. The default Group
templates are shown as below.

Authorization |Sub-categor |Description Admin | Power | Operato
\Y% User r
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Login

The user is allowed to login
locally at the Client

Setup

The user is allowed to access
overall Setup (subject to
restrictions according to the
sub-category)

System

The user is allowed to
configure all System items,
General, Sensor/Relay, and
Network

Server

The user is allowed to add
remote Servers to the Client
setup

Groups

The user is allowed to
configure channel Groups in
the Client

User
Management

Allowed to manage users and
groups, including granting
rights to other users and self.

Matrix Output

Allowed to configure Matrix
Output channels

E-Map

Allowed to configure
electronic maps

Preview

Allowed to Preview Channels
and adjust color settings

Recording

Allowed to Record channels

Local Playback

Allowed to playback local
recordings

Remote
Playback

Allowed to playback remote
recordings (includes backup
Servers)

PTZ

Allowed to use the PTZ
controls on any channel

Local Event Log

Allowed to view Event Logs

Change Screen
Layout

Allowed to change the Screen
Layout.
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Audio Monitor Allowed to activate or
(o]
deactivate the Audio i i
monitoring feature
Matrix Control Allowed to use the Main GUI
. ] ] [ J
Matrix controls
Camera Auto Allowed to configure,
Scan activate, and deactivate i i i
Camera Auto Scan
Tools Allowed to use the Tools
o o o
Disk Usage Allowed to view disk usage
. . o o o
information
E-map Allowed to use the E-map
o o o
Two Way Allowed to use the Two-Way
Audio Audio communication i i o
Minimize Allowed to minimize the
o
Client application to the ¢ ¢
Windows Taskbar
Shut Down Allowed to Shutdown the
. . . ] o o
Client application and
Windows.
Users

Users are added and assigned to Groups, which define what rights those users have in the
local Client.
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=+ Click Add to create a new user. Enter the name, password, and Group. Click OK to save.
-: Click Delete to remove a users. After you remove a user they can no longer login, but if
they were already logged in, they remain so.

v : Click Modify to change a user.

5.5 Matrix Output(this function is not available)

The relative H.264 Decoder card(s) should be installed; the Client uses them to output
selected channels to an external analog monitor. User can easily tell if your Client is
equipped because there will be a tree on the left with 1 icon per output channel.

The Matrix Output setup allows you to select which Live Cameras to output on an analog
channel. You can also output another Matrix Configuration as a single screen. You can
configure each Matrix Output to display 1, 4, 13, or 16 channels in a matrix.

Matrix Size: Select how many cameras are to be displayed on the output channel; 1, 4,
12, or 16, using the buttons at the top.

Live Cameras: On the left of the window you will see the numbered list of Cameras.

Draw one of these Cameras to one of the black Display areas on the right. You will see
a label for that Camera in the Display area.
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Playback Screens: The Playback Screens represent screens from the Playback
application. When you have the Playback application running, the video displayed on
those playback screens will be output to analog through the Matrix.

Video Format: Select NTSC or PAL to match the analog monitor that you are
connecting the output to.

Apply or OK: Your Matrix setup will take effect when you click OK or Apply.

When finished with this setup, simply connect each of the two Analog Output Video Decoder
/ Matrix card’s BNC connectors to any standard BNC or RCA style input on a standard analog
monitor.

5.6 E-MAP

E-Map

The E-Map system allows user to map out the location of cameras and sensors on a map, so
that video surveillance personnel can more easily visualize events on camera within a given
space. A Map Image must be in JPEG format with a *.jpg extension. We are able to place
the locations of our physical cameras on the map, as well as the locations of various
sensors.

NOTE: E-maps on Clients are not shared, so each Client user must configure their own
E-map.
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Click on + to add a new Map. You can have up to 16 maps on a Server.
Click on - to remove a Map;

6. Network

Firstly, please set your internet option as following steps:
1. Open one Internet windows
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2. Select"tools”----"internet option”
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3. Select “security”—"Custom level”
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4. Enable all the ActiveX and plug- in
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5. Confirm it and click “yes”
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7. User will get remind of downloading an ActiveX, please press “confirm”, and download
it
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8. After downloading the ActiveX successfully, you will be requested to type user name
and password, please enter the password and user name the server offered.

9. After logging in, double click the channels at the right sight you will get following
screen

<A http://192.168.18.11/ - Microsoft Internet Explorer
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Channel display; Setup; pIayback; turn on/off sound; screen
snapshot; tools

Tools
The Client has a set of Tools available for a variety of uses.

For Server status and control Remote Event Log, Remote Server Control, and
Check Network tools are available.

Local Event Logs contain important tracking information for the Client.

Disk Usage let's you quickly see how much recording space you have left on your Client
workstation.

E-map allows you to view Electronic Maps which can display where Cameras are in a
given physical location.

Snapshot Viewer lets you find and review snapshots taken from the Client.

Two Way Voice let's you use your Client workstation's optional microphone and
speakers to quickly communicate with other Client or Server users.
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You can also quickly disconnect all Preview and Recording channels in case of suspected
network problems.

Local and Remote Event Log
Local Event Log
The Local Event logs include normal Events plus Disk, Alarm, and Network activity.

Event: Records user activity on the Server.

Disk: Records important Disk cleanup related activities and errors.

Alarm: Records all Alarm events.

Network: Records all Network events, such as remote users connecting, etc.

Remote Event Log

The Remote Event logs allow you to connect to a server to view any logs, including
normal Events plus Disk, Alarm, and Network activity. The only difference in the user
interface is that your Servers are all listed on the tree at the left:

Disk Usage
This interface displays statistics concerning local hard drive space usage.

E-map

The E-map shows users the Electronic Maps configured for Server.

The E-map Display will show Cameras and Sensors in an Alarm condition with a flashing
red dot. Relays that are currently 'on' will also flash.

Hide Cameras: Hides Cameras on the map.

Hide Sensors: Hides Sensors on the map.

Hide Relays: Hides Relays on the map.

Hide E-map List: Hides the E-map List on the left.

Snapshot Viewer
The Snapshot Viewer allows you to search for Snapshots take by users, and also open
them in the Image Processor to clarify the image if needed.

Search
Group: Select the Camera Group. (On a Server there is only one, Local Host.)
Date: Select the date you want to search in.
Type: Select what kind of snapshot you want to search: taken during live Preview or
during Playback.
Search: Click this button to initiate the search. Results are displayed at the bottom
of the screen.
Tools
Edit Image: Opens the Image Processor
Open: Look for another snapshot to edit.
Save: Save any changes to the current snapshot
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Restore: Revert the image to the last sate it was saved.
Gray: Changes the image to gray color.
Gamma: Increases the gamma (lighting)
Yawp: Adds random noise to the image.
Exposal: Increases the image exposure, affecting the image like an old-style
camera exposure setting.
Red, Green, and Blue: Choose which color range(s) the following settings
affect in the image:
Brightness: Increase or decrease overall image brightness.
Contrast: Increase or decrease the overall difference between dark and light
in the image.
Saturation: Increase or decrease color vibrancy in the image.

Incident Report: Opens the incident report editor. You can load up to two images.
Enter any incident information in the text area, and then click Save Report to save
the incident in Microsoft Word format.

Email Image: Allows you to send the selected image(s) as an email attachment.
Many email systems cannot handle very large files, so it is best to know how large
the files are before sending them.

The Server must be configured with the appropriate Network information for Email
to work.

Add to CD to Burn: Adds the image to the CD Burner's list. When you open the CD
Burner this file will be in the list to burn to a CD or DVD.

Select All: Click this button to check all selector boxes for all images in the search
results list.

Delete: Click this button to delete all snapshots in the search results box.

Remote Server Control
Remote Server Control allows you to connect to a Server and perform administrative

and user functions that are otherwise only available on the Server's Main GUI, such as
Stop and Start Schedule, restart the Server, etc.

Click on a Server from the list.
On the right there are buttons to Exit the Server, shutdown Windows, and Start or
Stop the Schedule.
Click on the Camera icon to take action on ALL Cameras, including Start and Stop
Recording and Alarm Detection.
Click on an individual Camera to start or Stop Recording or Alarm Detection.
Click on the Sensor icon to Start and Stop all Alarm Detection for ALL Sensors.
Click on an individual Sensor icon to Start and Stop Alarm Detection for one
Senor.

Check Network
This tool allows you to see all configured Servers for this Client and see their online or
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offline state.

Two Way Voice
The Two Way Voice tool allows you to communicate with a user at a Client or Server via the
computer's speakers and microphone.

Select a remote host from the list or enter an IP address.
Click Start to start the conversation; Click Stop to stop the connection; Click Cancel to
Exit.

Other Commands

Full Screen: Click Full Screen to have the Camera display shown over the entire monitor
screen. The usual Screen Control options are available here. Right-click and show Full
Screen to get back to normal view.

Stop Preview All: Stops all live view of video streams and disconnects those streams if
they are not needed for recording.

Stop Record All: Stops all local recording of video streams and disconnects those streams
if they are not needed for preview.

Minimize: Click Minimize to reduce the interface minimized to the Windows Desktop so you
can more easily get to Windows Explorer and other programs.

Setup Tools

Located in both the Server and Client program directories you will find the Server Setup
Tool and Client Setup Tool. Both provide a function to reset a Server or Client to initial
installation defaults, among other features. You system installer may ask you to Reset
the system in order to facilitate troubleshooting.

Other functions include:

e Camera and Channel configuration
e Screen Display Limits

e Settings Backup and Restore

e Hardware Analysis Tools

Follow your system installer or technical support engineers instructions when using
these tools.

WARNING: Using these tools may disable your system, requiring a complete

re-configuration of the Server and/or Client, and disabling the system from being able to
record.
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